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(54) Contactless smartcard for use in cellular telephone 



(57) A cellular telephone (10) incorporates the elec- 
tronics for implementing both a cellular telephone func- 
tion (46) and a smartcard function (45). This allows the 
electronics to be protected from damage by the housing 
associated with the cellular telephone and also 
decreases the likelihood that the smartcard will be lost 
or stolen. The cellular telephone 10 also includes an RF 



interface (40) for wireless communication between the 
smartcard and an external reader. Further, by making 
use of the cellular telephone function, information asso- 
ciated with the smartcard function may be updated or 
modified via existing cellular telephone infrastructure. 



26 
-t 



r4 

1 103 



104 
105 



a 



107- 

r fwr 



40 



SIGNAL 
CONDITIONER 

} 

112 



DIVIDER 
AND SYNC 
CONTROL 



no 

J. 



VOLTAGE 
REGULATOR 



-108 



-v cc 



114 

-L 



TRANSMITTER 
DRIVER 



h- 



t 

113 



m 

—L 



ANSWER 

BACK 
CIRCUIT 



42 



41- 
43- 



RAM 



45- 
47- 
49- 



ROM 



EEPR0M 



> 
> 



coprocessor! 



CM 
< 
00 



45 



22 F/G. 3 



Q. 

Ill 



Primed by Xerox (UK) Business Services 
2.15.8*3.4 



Description 

Backgrou nd of the Invention 



EP0 820 178 A2 2 

Brief Description of the Drawings 



This invention relates to smartcard electronic s 
devices and. more particularly, to the incorporation of 
smartcard devices in a cellular telephone for enhanced 
verification, security and accessibility to data stored on 
the smartcard. 

Smartcards are fast becoming the common media 10 
to transfer information of many types relative to banking, 
transportation, subscriber, health, identification, etc. 
Typically, smartcards are housed within a plastic card, 
taking the form and size, for example, of a plastic credit 
card. Such smartcards include a microcomputer having 15 
some form of memory for storing and processing data. 
When a transaction within the capability of the smart- 
card is to be performed, the smartcard interacts with an 
external system which may be, for example, an auto- 
mated teller machine, a merchant's point of sale sys- 20 
tern, etc. In performing such a transaction, typically the 
smartcard is inserted into a card reader associated with 
the external system through which electrical contact is 
made between the card reader and the smartcard. 
However, such systems requiring the smartcard to 25 
come into contact with the external system suffer from 
the disadvantages that the smartcard must be physi- 
cally inserted into the external reader, the contacts 
between the smartcard and the external reader must be 
aligned for proper signal transfer, and the contacts may 30 
become worn or dirty thereby causing, unreliability 
through signal degradation or signal interruption. 

Additionally, the incorporation of a smartcard within 
a plastic-type credit card presents additional problems. 
First, the user of a smartcard typically places a smart- 35 
card in a wallet, billfold, purse, or pocket when not in 
use. As a result, the plastic smartcard must be flexible in 
order to prevent the card from breaking. However, this 
flexibility requirement presents its own problem in that 
the electronics incorporated onto the flexible smartcard 40 
may be damaged when the smartcard is flexed. Sec- 
ond, it is desirable to hermetically seal the electronics 
within the plastic card in order to protect the electronic 
parts. However, this substantially increases the cost of 
the card. Third, small plastic smartcards are easy to 45 
misplace, lose, or steal thereby resulting in the user 
being without their smartcard as well as a third party 
having unauthorized access to their smartcard. 

Accordingly, it would be desirable to incorporate the 
electronics associated with a smartcard into an alter- so 
nate housing arrangement so as to overcome problems 
and disadvantages associated with flexible plastic 
smartcards. 

Additionally, it would be desirable to provide a 
smartcard that does not require contact with an external ss 
reader in order to perform a transaction. 



A more complete understanding of the present 
invention may be derived by referring to the detailed 
description and claims when considered in conjunction 
with the drawings, wherein like reference numbers refer 
to similar items throughout the drawings; and wherein 

FIG. 1 is a pictorial diagram illustrating a cellular tel- 
ephone for incorporating a smartcard function 
therein; 

FIG. 2 is a detailed block diagram illustrating the 
electronics for incorporating both a smartcard func- 
tion and a cellular telephone function; 
FIG 3 is detailed block diagram illustrating the elec- 
tronics associated with the antenna, the smartcard 
RF interface and the smartcard circuitry of FIG. 2; 
FIG. 4 is a more detailed block diagram illustrating 
the electronics of the cellular telephone circuitry of 
FIG. 2.; and 

FIG. 5 is a detailed block diagram illustrating the 
electronics of the cellular telephone circuitry of FIG. 
4 and the smartcard circuitry of FIG. 3 combined to 
form a cellular telephone for implementing both cel- 
lular telephone and smartcard functions. 



Detailed Description of the Drawing s 

Referring to FIG. 1. a pictorial diagram is shown 
illustrating the conceptual idea of incorporating a smart- 
card and its associated functions within cellular tele- 
phone 10. Cellular telephone 10 includes cellular 
telephone circuitry and smartcard circuitry (shown in 
block form in FIG. 2 and in detailed block form in FIGs. 
3 and 4) for performing both a cellular telephone func- 
tion and a smartcard function. The circuitry for accom- 
plishing the smartcard function includes an RF interface 
and smartcard logic function circuitry. The RF interface 
provides a contactless interface between the smartcard 
logic function circuitry in telephone 10 and an external 
reader/system. This integration of a contactless smart- 
card into a cellular telephone function provides ease of 
use of the smartcard, enhanced security from theft or 
loss, the ability to read and access information stored 
within the smartcard by utilizing the cellular telephone 
display for displaying available smartcard functions, and 
the ability to update/change information stored within 
the smartcard by utilizing the cellular telephone func- 
tions to electronically communicate with an external 
system. 

Cellular telephone 10 includes casing 12 for hous- 
ing the electronics for implementing both a smartcard 
function and a cellular telephone function as will be 
described and shown in more detail with respect to FIG. 
2. Cellular telephone 10 includes on-off switch 14. 
speaker 16 and cellular telephone antenna 18. Addition- 
ally, cellular telephone 10 includes selector buttons 20, 
voice input/microphone 22 and display 24. 
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Housing 12 may take the form of any housing for a 
cellular phone, for example, the housing for Motorola 
cellular telephones such as the Microtac® phone or 
Startac® phone. 

Referring to FIG. 2, a detailed block diagram illus- 
trating the electronics associated with cellular telephone 
10. As mentioned earlier, cellular telephone 10 includes 
the electronic circuitry for performing both a cellular tel- 
ephone function and a contactless smartcard function 
whereby the human interface that selects the cellular 
telephone and the smartcard functions is accessed 
through the selector buttons 20 that are on the exterior 
of the cellular telephone housing case 12, as shown in 
FIG. 1 and represented electronically as switches in 
FIG. 2. 

Cellular telephone 10 of FIG. 2 includes smartcard 
radio-frequency (RF) interface 40 coupled to antenna 
26 for transmission and reception of RF data. The trans- 
mission/reception of RF data is utilized for performing 
and executing various smartcard functions while not 
suffering from the problems described earlier with 
respect to smartcard contact interfaces. 

Interface 40 is coupled to smartcard logic function 
circuitry 42 (or simply smartcard circuitry), whereby 
smartcard circuitry 42 includes electronics, as shown in 
more detail in FIG. 3, for performing various smartcard 
functions. 

Cellular telephone 10 also includes cellular tele- 
phone function circuitry 46 (or simply cellular telephone 
circuitry) for performing the necessary functions of 
operating a cellular telephone. Telephone circuitry 46 
may take the form of any electronics for performing a 
cellular telephone function, whereby one embodiment is 
shown in detail in FIG. 4. 

Cellular telephone 10 also includes display 24 cou- 
pled to both smartcard logic function 42 and cellular tel- 
ephone function circuitry 46 for displaying information to 
a user of cellular telephone 10. Display 24 may take the 
form of a liquid crystal display (LCD) or light emitting 
diode (LED) display that is typically incorporated into 
existing cellular telephones. 

Cellular telephone 10 also includes speaker 16 and 
vibrator 50 coupled to both smartcard logic function cir- 
cuitry 42 and cellular telephone function circuitry 46 for 
providing audible or tactile feedback to the user. For < 
example, component 50 may be an audible speaker 
such as a vibrating cone commonly found in existing 
cellular phones for providing audible feedback Alter- 
nately, component 50 may be a piezoelectric device for 
providing tactile feedback via vibration to the skin. 5 
Accordingly, the smartcard function may provide feed- 
back to the user audibly or factually to notify the user of 
RF interrogation by either an audible beep from the 
speaker or a vibration that originates within the case. 

RF interface 40, smartcard circuitry 42 and cellular s 
telephone circuitry 46 may be fabricated on a single 
semiconductor integrated circuit 45 for achieving 
greater reliability and reducing overall cost 



The present invention provides a cellular telephone 
that incorporates the electronic circuitry for implement- 
ing both a cellular telephone function and a smartcard 
function functions via smartcard circuitry 42 and cellular 
5 telephone circuitry 46, respectively. This allows the 
smartcard electronics to be protected from damage by 
the housing associated with the cellular telephone and 
also decreases the likelihood that the smartcard will be 
lost or stolen. 

10 Referring now to FIG. 3, a more detailed block dia- 
gram is shown illustrating the electronic circuitry of 
antenna 26, smartcard RF interface 40 and smartcard 
circuitry 42. Smartcard circuitry 42 includes microproc- 
essor unit (MPU) 41, random access memory (RAM) 
15 43, read-only memory (ROM)45 and electrically erasa- 
ble read-only memory (EEPROM) 47, and coprocessor 
200 for accomplishing various smartcard functions 
wherein MPU 41 executes instruction stored on ROM 
45 and temporarily stores data on RAM 43 and wherein 
20 EEPROM 47 is a non-volatile memory which may be 
used for storing data identifying the uniqueness of 
smartcard 45. And wherein coprocessor 49 executes 
security algorithms used to verify the identity of the 
smartcard and the smartcard infrastructure. 
25 Smartcard antenna 26 may take the form, for exam- 
ple, of capacitor 103 and a wire such as inductor 101. 
These two components form a tuned circuit that is reso- 
nant at the desired frequency of information and/or 
power transmission into the smartcard. The resonance 
30 Is modified by the capacitor 104 and FET switch 105 
under control of the logic function 42 via the answer 
back circuit 1 18 and transmitter driver 1 14, when infor- 
mation is transmitted out of the smartcard. The answer 
back circuit 1 18 receives the digital message from 42, 
35 formats and encodes it for RF transmission. 

In operation, RF information is received by the 
antenna 26 and converted to digital data by the signal 
conditioner 1 12. Clock extraction, byte and frame syn- 
chronization are performed by the divider and sync con- 
40 trol block 116. The received information is now passed 
to MPU 41 for processing. 

Power supply voltage Vcc is generated via full-wave 
rectifier (FWR) 107, which could also take the form of a 
half-wave rectifier. This rectified voltage is filtered by 
is capacitor 1 08 and regulated by voltage regulator 1 1 0. 

Referring now to FIG. 4, a more detailed block dia- 
gram is shown illustrating the electronic circuitry of cel- 
lular circuitry 46 and battery and power conditioner 54 
of FIG. 2. Cellular telephone circuitry 46 is powered via 
o battery and power conditioner 54 which comprises a 
battery 1 30 and a power control 1 32. 

Cellular telephone circuitry 46 includes RF interface 
comprising a transmit/receive switch 136 to direct 
energy in RF interface 55 for receipt of calls via the 
5 antenna 18. or to direct energy out of RF interface 55 
when transmitting from the phone. 

Upon receipt of energy from antenna 18, the signal 
is amplified by high frequency amplifier 138. The signal 
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is then combined in mixer 146 with a local oscillator sig- 
nal, supplied by frequency synthesizer 144, and sent to 
intermediate frequency (IF) amplifier 148. After amplifi- 
cation and filtering, the down converted signal is sent to 
baseband processor 150 for demodulation and base- 
band signal recovery. 

The recovered signal is then sent, via modem 156 
to codec 154 to be converted back to analog signals' 
The analog signals are processed in speech processor 
152 and sent to speaker 16 to be heard by the caller If 
modem 156 determines the received signal is command 
information, it will send the commands to main control- 
ler 44 for further processing. Main controller 44 com- 
prises an MPU for executing and performing under 
program control various cellular telephone functions. 

To transmit a voice signal, the caller speaks into 
microphone 22 resulting in an analog signal which is 
received by speech processor 152 for filtering. The fil- 
tered analog signal is then sent to codec 154 for digitiz- 
ing. The digitized signal is transmitted, via modem 156 
to baseband processor 150 and then to modulator 142 
for modulation. TTie modulated signal is then sent to 
mixer 140 where it is combined with a local oscillator 
supplied by frequency synthesizer 144. The up con- 
verted signal consisting of the carrier and modulated 
information is amplified by power amplifier 134. The 
transmitter/receiver switch 136 then routes the amplified 
signal to antenna 18 for transmission. 

Referring to FIG. 5, a detailed block diagram illus- 
trating the electronic circuitry of cellular telephone cir- 
cuitry 46 of FIG. 4 and smartcard circuitry 42 of FIG 3 
combined to form a cellular telephone for implementing 
both cellular telephone and smartcard functions. It is 
understood that components shown in FIG. 5 that are 
identical to components shown in FIGs. 3 and 4 are 
identified by the same reference numbers. Signal fine 
57, which couples main control 44 of cellular telephone 
arcwtry 46 to smartcard circuitry 42, provides a means 
for MPU 41 to communicate with main control (MPU) 44 
for performing both cellular telephone and smartcard 
functions. Alternately, the functions of main control 44 
and MPU 4 1 of smartcard logic function 42 may be com- 
bined into one single MPU. 

Main control 44 of cellular telephone function 46 
and smartcard logic function 42 provide appropriate sig- 
nals to display 24 and speaker 1 6 for accomplishing cel- 
lular telephone and smartcard functions, respectively. 
For example, main control 44 may provide the currently- 
dialed telephone number on display 24 and may provide 
a signal to speaker 1 6 to generate a ringing sound upon 
receiving an incoming call. Moreover, smartcard logic 
function 42 may provide information associated with the 
smartcard functions, such as current balance, for dis- 
play on display 24, and may provide audible tone or 
mechanical vibrations during the smartcard transaction. 

Generally, the smartcard function within cellular tel- 
ephone 10 is interrogated or updated by a smartcard 
infrastructure using an RF field that is received by the 
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integral smartcard antenna 26 whereby antenna 26 may 
be the same or separate from antenna 18 associated 
with the cellular telephone function. Likewise, data from 
the smartcard is also transferred to the infrastructure 
using the same antenna. For example, a smartcard 
infrastructure may be an external system such as an RF 
card reader associated with a banking institution for per- 
forming ATM transactions, or a point-of-sale (POS) sys- 
tem associated with a merchant for performing a sales 
transaction. 

When a user desires to initiate a smartcard function 
with a corresponding RF reader, the user may, for exam- 
ple, cause cellular telephone 10 to come into the RF 
power range associated with RF interface 40 so that 
communication between the reader and cellular tele- 
phone 10 may be facilitated. At that point, some initial 
handshaking may be performed and the reader may 
then prompt the user to enter a PIN, via selector buttons 
20, to ensure that the proper person is in possession of 
cellular telephone 10. From there, a specific transaction 
within the capability of smartcard logic function 42 may 
be executed, for example, a point-of-sale transaction, 
via a merchant's reader, or the transfer of funds, via an 
automated teller machine (ATM). 

Smartcard data may also be accessed and dis- 
played on display 24 through the use of selector buttons 
20. For example, the balance of a smartcard may be 
displayed on display 24. Additionally, a menu system 
enabling the display of different data types, for example, 
medical information or multiple account balances or 
transaction lists, could also provided on display 24 and 
of which could be accessed via selector buttons 20. 

Moreover, since cellular telephone 10 includes both 
smartcard and cellular telephone functions, information 
stored within the smartcard of telephone 10 has the 
ability to be updated or modified by utilizing the incorpo- 
rated cellular telephone function. For example, cellular 
telephone function 46 may access, via the cellular tele- 
phone infrastructure, a banking institution while main 
control 44 communicates with MPU 41 for allowing elec- 
tronic cash to be downloaded onto the smartcard. In this 
manner, the smartcard within cellular telephone 10 may 
be updated via wireless communications by making use 
of the internal cellular telephone function. 

By now it should be apparent that a novel cellular 
telephone has been provided that incorporates the elec- 
tronics for implementing both a cellular telephone func- 
tion and a smartcard function. This allows the smartcard 
electronic circuitry to be protected from damage by the 
housing associated with the cellular telephone and also 
decreases the likelihood that the smartcard will be lost 
or stolen. The cellular telephone also includes an RF 
interface for wireless communication between the 
smartcard and an external reader. Further, by making 
use of the cellular telephone function, information asso- 
ciated with the smartcard function may be updated or 
modified via existing cellular telephone infrastructure. 
While the invention has been described in conjunc- 
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tion with specific embodiments thereof, many alterna- 
tives, modifications and variations will be apparent to 
those of ordinary skill in the art in light of the foregoing 
description. Accordingly, the invention is intended to 
embrace all such alternatives, modifications and varia- 
tions as fall within the spirit and broad scope of the 
appended claims. 

Claims 



1. 



2. 



3. 



5. 



6. 



A cellular telephone having the capability of per- 
forming smartcard functions, comprising: 

cellular telephone circuitry, including a main 
controller, for performing cellular telephone 
functions; 

smartcard circuitry, including a microprocessor 
unit (MPU), for performing smartcard functions, 
said MPU of said smartcard circuitry being 
coupled to said main controller of said cellular 
telephone circuitry for communicating there- 
with; 

an RF interface, coupled to said smartcard cir- 
cuitry, for transmitting and receiving information 
associated with said smartcard functions; and 
a display for displaying information associated 
with executing and performing said cellular tel- 
ephone functions and said smartcard func- 
tions. 

The cellular telephone according to claim 1 wherein 
said MPU of said smartcard circuitry and said main 
controller of said cellular telephone circuitry are 
combined into one microcontroller. 

The cellular telephone according to claim 1 further 
including a speaker, coupled to said smartcard cir- 
cuitry and to said cellular telephone circuitry, for 
providing audible feedback to a user when perform- 
ing said smartcard functions and said cellular tele- 
phone functions. 

The cellular telephone according to claim 1 further 
including a vibrator, coupled to said smartcard cir- 
cuitry and to said cellular telephone circuitry, for 
providing tactile feedback to a user when perform- 
ing said smartcard functions and said cellular tele- 
phone functions. 

The cellular telephone according to claim 1 wherein 
said RF interface utilizes a cellular telephone 
antenna for transmitting and receiving information 
associated with said smartcard functions. 
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7. The cellular telephone according to claim 1 wherein 
said smartcard circuitry, said cellular telephone cir- 
cuitry and said RF interface are fabricated on a sin- 
gle semiconductor integrated circuit. 

8. The cellular telephone according to claim 1 wherein 
said smartcard circuitry and said RF interface are 
included within a housing of said cellular telephone 
circuitry. 

9. A method for incorporating a smartcard and its 
associated smartcard functions with a cellular tele- 
phone and its associated cellular telephone func- 
tions, the cellular telephone including a housing 
having cellular telephone circuitry and a cfisplay 
incorporated therein, the cellular telephone circuitry 
for performing cellular telephone functions and the 
display for displaying information associated there- 
with, the method comprising the steps of: 

incorporating, into the housing of the cellular 
telephone, smartcard circuitry, including a 
microprocessor unit (MPU), for performing 
smartcard functions, said MPU 
of said smartcard circuitry being coupled to 
said cellular telephone circuitry for communi- 
cating therewith; and 

incorporating, into the housing of the cellu- 
lar telephone, an RF interface for transmit- 
ting and receiving information associated 
with said smartcard functions, said RF 
interface coupled to said smartcard cir- 
cuitry. 

1 0. The method according to claim 9 wherein the cellu- 
lar telephone includes a speaker and wherein the 
method further includes the step of utilizing said 
speaker to perform smartcard functions. 

1 1 . The method according to claim 9 wherein the cellu- 
lar telephone includes an antenna and wherein the 
step of incorporating an RF interface includes utiliz- 
ing said antenna for transmitting and receiving 
information associated with said smartcard func- 
tions. 

12. The method according to claim 9 further including 
the step of utilizing the cellular telephone circuitry 
for updating information associated with said smart- 
card functions. 



13. 



The cellular telephone according to claim 1 wherein 
said cellular telephone circuitry is utilized for updat- 
ing information associated with said smartcard 
functions. 
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The method of claim 9 further including the step of 
fabricating said smartcard circuitry, said RF inter- 
face and said cellular telephone circuitry on a single 
semiconductor integrated circuit. 



1 4. Electronic circuitry for performing a smartcard f unc- 
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tion, the electronic circuitry to be incorporated into a 
cellular telephone, the cellular telephone including 
cellular telephone circuitry for performing cellular 
telephone functions and a display for displaying 
information associated with performing the cellular s 

telephone functions, the electronic circuitry 
comprising: 

smartcard circuitry, including a microproc- w 
essor unit (MPU) P for performing smartcard 
functions, said MPU of said smartcard cir- 
cuitry being coupled to said cellular tele- 
phone circuitry for communicating 
therewith; and 1S 
an RF interface, coupled to said smartcard 
circuitry, for transmitting and receiving 
information associated with said smartcard 
functions. 

15. The electronic circuitry of claim 14 wherein the cel- 
lular telephone includes a speaker and wherein the 
electronic circuitry utilizes said speaker for provid- 
ing audible feedback to a user when performing 
smartcard functions. 

16. The electronic circuitry of claim 14 wherein the cel- 
lular telephone includes an antenna and wherein 
the electronic circuitry utilizes said antenna for 
transmitting and receiving information associated 30 
with said smartcard functions. 

17. The electronic circuitry of claim 14 wherein the cel- 
lular telephone circuitry is utilized for updating infor- 
mation associated with said smartcard functions. 35 

18. The electronic circuitry of claim 14 wherein said 
smartcard circuitry, said RF interface and said cel- 
lular telephone circuitry are fabricated on a single 
semiconductor integrated circuit. 40 

19. The electronic circuitry of claim 14 wherein said 
smartcard circuitry, said RF interface and said con- 
troller are included within a housing of the cellular 
telephone. ~ 



50 



55 



20 



25 



EP 0 820 178 A2 




12 



7 



EP 0 820 178 A2 



10 

_i 



W-26 



45 H 



54 



BATTERY 
AND POWER 
CONDITIONER 



SMART 
R 

INTEF 


CARD 

T 

?FACE 




42 


SMART CARD 
LOGIC 
FUNCTION 







24- 



DISPLAY | 



20- 



20 



I 



20- 



46- 



CELLULAR 
TELEPHONE 
FUNCTION 




8 



EP 0 820 178 A2 




9 




10 




11 



